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(2) Issues and keeps current such 
classification guides and guidelines for 
review for declassification as are re-
quired by the Order. 

(3) Conducts periodic reviews of clas-
sified documents produced and provides 
assistance and guidance where nec-
essary. 

(4) Maintains and publishes a current 
listing of all officials who have been 
designated in writing to have Top Se-
cret, Secret, and Confidential original 
classification authority. 

(b) Heads of divisions or offices. The 
head of each division or major organi-
zational unit is responsible for the ad-
ministration of this section within his 
or her area. Appropriate internal guid-
ance should be issued to cover special 
or unusual conditions within an office.

§ 1312.3 Classification requirements. 
United States citizens must be kept 

informed about the activities of their 
Government. However, in the interest 
of national security, certain official in-
formation must be subject to con-
straints on its dissemination or re-
lease. This information is classified in 
order to provide that protection. 

(a) Information shall be considered 
for classification if it concerns: 

(1) Military plans, weapons systems, 
or operations; 

(2) Foreign government information; 
(3) Intelligence activities (including 

special activities), intelligence sources 
or methods, or cryptology; 

(4) Foreign relations or foreign ac-
tivities of the United States, including 
confidential sources; 

(5) Scientific, technological, or eco-
nomic matters relating to the national 
security; 

(6) United States Government pro-
grams for safeguarding nuclear mate-
rials or facilities; or 

(7) Vulnerabilities or capabilities of 
systems, installations, projects or 
plans relating to the national security. 

(b) When information is determined 
to meet one or more of the criteria in 
paragraph (a) of this section, it shall be 
classified by an original classification 
authority when he/she determines that 
its unauthorized disclosure reasonably 
could be expected to cause at least 
identifiable damage to the national se-
curity. 

(c) Unauthorized disclosure of foreign 
government information, including the 
identity of a confidential foreign 
source of intelligence sources or meth-
ods, is presumed to cause damage to 
the national security. 

(d) Information classified in accord-
ance with this section shall not be de-
classified automatically as a result of 
any unofficial or inadvertent or unau-
thorized disclosure in the United 
States or abroad of identical or similar 
information.

§ 1312.4 Classified designations. 

(a) Except as provided by the Atomic 
Energy Act of 1954, as amended, (42 
U.S.C. 2011) or the National Security 
Act of 1947, as amended, (50 U.S.C. 401) 
Executive Order 12958 provides the only 
basis for classifying information. Infor-
mation which meets the test for classi-
fication may be classified in one of the 
following three designations: 

(1) Top Secret. This classification 
shall be applied only to information 
the unauthorized disclosure of which 
reasonably could be expected to cause 
exceptionally grave damage to the na-
tional security that the original classi-
fication authority is able to identify or 
describe. 

(2) Secret. This classification shall be 
applied only to information the unau-
thorized disclosure of which reasonably 
could be expected to cause serious 
damage to the national security that 
the original classification authority is 
able to identify or describe. 

(3) Confidential. This classification 
shall be applied only to information 
the unauthorized disclosure of which 
reasonably could be expected to cause 
damage to the national security that 
the original classification authority is 
able to identify or describe. 

(b) If there is significant doubt about 
the need to classify information, it 
shall not be classified. If there is sig-
nificant doubt about the appropriate 
level of classification, it shall be classi-
fied at the lower level.

§ 1312.5 Authority to classify. 

(a) The authority to originally clas-
sify information or material under this 
part shall be limited to those officials 
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concerned with matters of national se-
curity. The officials listed in this sec-
tion are granted authority by the Di-
rector, OMB, to assign original classi-
fications as indicated to information or 
material that is originated by OMB 
staff and relating to the national secu-
rity of the United States: 

(1) Top Secret and below: 
(i) Deputy Director. 
(ii) Deputy Director for Management. 
(iii) Associate Director for National 

Security and International Affairs. 
(iv) Associate Director for Natural 

Resources, Energy and Science. 
(2) Secret and below: 
(i) Deputy Associate Director for Na-

tional Security. 
(ii) Deputy Associate Director for 

International Affairs. 
(iii) Deputy Associate Director for 

Energy and Science. 
(b) Classification authority is not 

delegated to persons who only repro-
duce, extract, or summarize classified 
information, or who only apply classi-
fication markings derived from source 
material or from a classification guide.

§ 1312.6 Duration of classification. 

(a)(1) When determining the duration 
of classification for information origi-
nally classified under Executive Order 
12958, an original classification author-
ity shall follow the following sequence: 

(i) He/She shall attempt to determine 
a date or event that is less than 10 
years from the date of original classi-
fication, and which coincides with the 
lapse of the information’s national se-
curity sensitivity, and shall assign 
such date or event as the declassifica-
tion instruction; 

(ii) If unable to determine a date or 
event of less than 10 years, he/she shall 
ordinarily assign a declassification 
date that is 10 years from the date of 
the original classification decision; 

(iii) He/She may extend the duration 
of classification or reclassify specific 
information for a period not to exceed 
10 additional years if such action is 
consistent with the exemptions as out-
lined in Section 1.6(d) of the Executive 
Order. This provision does not apply to 
information contained in records that 
are more than 25 years old and have 
been determined to have permanent 

historical value under Title 44 United 
States Code. 

(iv) He/She may exempt from declas-
sification within 10 years specific infor-
mation, which is consistent with the 
exemptions as outlined in Section 1.6 
(d) of the Executive Order. 

(2) Extending Duration of Classifica-
tion. Extensions of classification are 
not automatic. If an original classifica-
tion authority with jurisdiction over 
the information does not extend the 
date or event for declassification, the 
information is automatically declas-
sified upon the occurrence of the date 
or event. If an original classification 
authority has assigned a date or event 
for declassification that is 10 years or 
less from the date of classification, an 
original classification authority with 
jurisdiction over the information may 
extend the classification duration of 
such information for additional periods 
not to exceed 10 years at a time. 
Records determined to be of historical 
value may not exceed the duration of 
25 years. 

(b) When extending the duration of 
classification, the original classifica-
tion authority must: 

(1) Be an original classification au-
thority with jurisdiction over the in-
formation. 

(2) Ensure that the information con-
tinues to meet the standards for classi-
fication under the Executive Order. 

(3) Make reasonable attempts to no-
tify all known holders of the informa-
tion. Information classified under prior 
orders marked with a specific date or 
event for declassification is automati-
cally declassified upon that date or 
event. Information classified under 
prior orders marked with Originating 
Agency’s Determination Required 
(OADR) shall: 

(i) Be declassified by a declassifica-
tion authority as defined in Section 3.1 
of the Executive Order. 

(ii) Be re-marked by an authorized 
original classification authority with 
jurisdiction over the information to es-
tablish a duration of classification con-
sistent with the Executive Order. 

(iii) Be subject to Section 3.4 of the 
Executive Order if the records are de-
termined to be of historical value and 
are to remain classified for 25 years 
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